A reliability assessment framework is presented for small unmanned aerial vehicles. The analysis considers several candidate architectures with different numbers of controllable surfaces and servos. It is assumed that a servo fault detection algorithm is available and affected by known rates of false alarms and missed detections. The aircraft flight envelope is analyzed to determine the fault levels for which the aircraft can still be flown at a trim point. For these "flyable" fault levels, it is assumed that the flight control law can be reconfigured to safely land the aircraft. Finally, the probability of catastrophic failure is estimated based on the histogram of (pre-fault) control command distributions, mean time between failure of the individual servos, and missed detection and false alarm rates. In applying the framework to assess the reliability of the candidate architectures, several interesting observations on design trade-offs are made.
INTRODUCTION
The unmanned aerial vehicle/system (UAV/UAS) industry is undergoing rapid transformation due to the emergence of several commercial applications. The commercial UAV market is projected to surpass the military market in the coming years, primarily driven by new technological capabilities, lower production costs, and new regulatory framework [Frost & Sullivan, 2011] . Despite the positive forecast, there are regulatory and technical challenges. On the regulatory side, US and EU aviation authorities are developing long-term frameworks for integrating UAVs into the national airspace [European Commission, 2014] . In February 2015, the US Federal Aviation Administration [2015] released a Notice of Proposed Rulemaking that specifies UAV operational limitations. On the technical side, challenges such as sense & avoid, communication, and human factors need to be addressed.
The reliability of most existing UAVs are far below those of manned commercial and military aircraft. The MQ-1 Predator recorded an accident rate of 13.7 for every 100,000 hours for its first 10 years of operation. The MQ-9 Reaper has fared better than the Predator, with 3.17 mishaps per 100,000 hours. This is partly due to its triple redundant flight control system and the more rigorous systems engineering approach behind it [Whitlock, 2014] . Hardware redundancy should be used judiciously on UAVs because of associated size, weight, and power costs [Spitzer, 2001] . Most commercial UAVs fly with single-string components and use only two control surfaces [Rester et al., 2013] . As compared to redundant hardware, cross-functional control surfaces can provide an efficient way of increasing the reliability. This paper makes contributions in the area of UAV reliability assessment. Specifically, this paper presents a framework that may be applied to assess the reliability of UAV actuator architectures. Actuator architecture refers to the placement of actuators and control surfaces. The framework is applied to several candidate actuator architectures. These architectures and the assumptions in the framework are explained in section 2. In addition to being used as a reliability analysis tool, the framework can help understand the design trade-offs inherent in systems engineering. One of the trade-offs that is explored is between reliability and number of redundant components.
Traditional aircraft reliability methods model the effects of the fault as a binary process: a fault, if present, will lead to a catastrophic failure. This research introduces a probabilistic notion to faults. In doing so, some credit is given to the fact that some failure modes can be tolerated (with sub-par performance), but do not necessarily lead to catastrophic failure.
PROBLEM FORMULATION
The aircraft system reliability is quantified via the probability of catastrophic failure. Catastrophic failure occurs when the UAV cannot reach a proper landing site. Actuator failure is one of the major causes of catastrophic failure. Specifically, actuators contain a lot of moving parts and are amongst the least reliable components. (Engine failure is not considered because it is assumed that the aircraft can glide to a safe landing.) There are several actuator failure modes such as stuck, runaway, loss of efficiency, oscillatory [Goupil, 2010] , etc. The last three failure modes are more common in large aircraft where large loads are present. This paper only considers stuck actuator faults, with runaway faults being a special case. After an actuator fails, a path will be generated to a landing site. The generated path will consist of some basic flight paths such as straight & level, turning, and descending flight. These requirements can be translated into a minimal flight envelope in the flight path angle -heading rate plane (see section 4). The framework is applied on a small UAV called BALDR, which is based on the Ultra Stick 120 airframe. A simulation environment is available for this UAV. The centerpiece of the environment is the high-fidelity, nonlinear, six degrees-of-freedom aircraft model. The aerodynamic parameters were estimated based on wind tunnel tests [Owens et al., 2006 , Hoe et al., 2012 . The entire simulation environment, hardware details, and flight data have been made open-source and can be freely downloaded from the University of Minnesota [2014] .
The BALDR UAV has eight unique aerodynamic control surfaces (see figure 1 ): split elevators (E1, E2), split rudders (R1, R2), ailerons (A1, A2), and flaps (F 1, F 2). Each of the eight surfaces is actuated by an independent servo motor. Different combinations of the eight surfaces allow for different actuator architectures to be defined. The sign convention of the control surfaces is as follows. A trailing edge down deflection of the elevators, ailerons, and flaps is considered positive. A trailing edge left deflection of the rudders is considered positive. In addition, all the surfaces have a deflection range of [−25 • , +25 • ]. Increasing the number of servos on an aircraft increases reliability, but it also adds to the cost and weight. To analyze this tradeoff, five actuator architectures are defined in table 1. The number of servos is given in parenthesis in the first column.
The configurations v0 to v4 were chosen because they are representative of the most common actuator architectures found in small UAVs. As an example, consider the presence/absence of flaps across the five configurations. Flaps are not very common in small UAVs since they perform a very specific function and are not used for the majority of the flight duration. Since flaps are atypical, four configurations (v1 to v4) are not equipped with flaps. The only configuration that is equipped with flaps is v0. This is because v0 is only used for flight envelope assessment in section 4. On the other hand, all configurations have elevators and ailerons since these are required control surfaces. The eight different control surfaces of the BALDR are coupled differently depending on the actuator configuration. As an example, for the v0 configuration, A1 = −A2, E1 = E2, R1 = R2, and F 1 = F 2.
The five configurations cover different combinations of pitch & roll control authorities. For example, elevators, when decoupled, contribute to both pitching and rolling. The configurations are representative of small UAV architectures because they were chosen by balancing the need to maximize the pitch and roll control authorities against the need to minimize the number of servos. For example, an architecture that has decoupled elevators and decoupled ailerons is not considered. This is because, while such an architecture will exhibit higher reliability than any other, it would also require the use of many servos. In choosing the five configurations, it was ensured that the number of servos was at most equal to four. It should be noted that the BALDR UAV has many more control surfaces than will be found on a typical small UAV.
Several assumptions are made to make the analysis tractable. First, it is assumed that a fault detection and isolation (FDI) algorithm is used to detect actuator faults. The FDI algorithm could either be built-in tests (selfdiagnostics within actuators) or centralized monitoring systems. For simplicity, only statistical properties, such as missed detection and false alarm rates, are considered. Second, it is assumed that if the aircraft is trimmable after a fault has occurred, an appropriate reconfigurable control law is available. In other words, transitions between trim points are without loss of control. Finally, it is assumed that multiple faults occur with negligible probabilities.
The analysis method has three distinct steps: (1) determining the control surface distributions, (2) determining the stuck surface ranges, and (3) estimating the probability of catastrophic failure. The probability distributions of the surface deflections are used to compute the probabilities of the surfaces being stuck in ranges where faults cannot be tolerated. The ranges for each surface are computed through flight envelope assessment. Finally, the probability of catastrophic failure is estimated.
DISTRIBUTION OF CONTROL SURFACES
The first step in the analysis is determining the distribution of the aircraft's control surfaces. The distributions are influenced by several factors such as: mission profile, control law, exogenous disturbances (sensor noise, wind gusts, & turbulence), etc. Control laws significantly affect the distributions and, thereby, the overall reliability. As an example, the rudder will have different distributions depending on whether the control law is tuned for coordinated turns or yaw rate damping. More generally, the gains of the control law affect the shape of the distributions. The shape of the distributions, in turn, affect the overall reliability. By properly tuning the control law, the shape of the distributions can be tailored to meet performance as well as reliability requirements.
Histograms of control surface deflections can be plotted from flight data or simulations. Subsequently, probability density functions can be estimated. Flight data may not always be available for arbitrary mission profiles. A more analytical approach would break down a mission into modes of straight & level, turning, ascending, and descending flights. If the control surface distributions are known for these modes, the overall distributions can be constructed by combining them with appropriate weights.
where p i (δ|mode = j) is the probability density function (PDF) of the ith control surface in mode j and p(mode = j) is the probability of mode j. In this analytical approach, only a small library of PDFs need to be stored in order to be able to generate PDFs for arbitrary missions. In other words, the baseline control law is designed for architecture v0. It is only after a fault occurs that the actuator architecture matters.
The probability of being in each mode is estimated from the mission profile as the fraction of time spent in that mode. For mission in figure 2, the probabilities of the modes can be calculated from the geometry of the flight path. The waypoints are 1000m and 200m apart in the North and East directions, respectively. The resulting probabilities are 0.13 for both left and right turns and 0.74 for straight flight.
FLIGHT ENVELOPE ASSESSMENT
This section gives a cursory introduction to aircraft flight envelopes, since this concept is important for the subsequent section. The aircraft equations of motion [Nelson, 1998] can be described in the nonlinear state-space form as shown in equations 2 and 3.
(3) In these equations, x ∈ R n is the state vector, u ∈ R m is the input vector, and y ∈ R p is the output vector. In addition, f : R n × R m → R n is the state function and h : R n × R m → R p is the output function. The state vector is: x = [φ, θ, ψ, p, q, r, u, v, w] T . Here, φ, θ, and ψ are the Euler angles of the aircraft. The aircraft's angular velocity in the body-fixed frame are: roll rate (p), pitch rate (q), and yaw rate (r). The airspeed components in the body-fixed frame are u, v, and w. We also define a reduced order state vector that does not contain ψ: x r = [φ, θ, p, q, r, u, v, w] T .
x r is used in the definitions of the flight envelopes.
For configuration v0, there are only four unique aerodynamic inputs. In addition, the throttle is τ . Consequently, the input vector is u = [τ, E, R, A, F ]. As expected, the input vector will change depending on the actuator configuration. The studies conducted in this paper make use of certain elements in the output vector (y). The airspeed, angle of attack, and angle of sideslip are denoted by V, α, and β, respectively. The flight path climb angle and heading rate are denoted by γ andψ, respectively. . The trim routine is called at each grid point after being initialized with the nominal flight condition. For a specific subset, the trim routine finds the minimum of a nonlinear, multi-variable cost function subject to the appropriate constraint (equations 5 -7). Matlab's Optimization Toolbox contains the fmincon function that is well suited for this purpose. This optimization problem is non-convex and, in general, has multiple local minima. The fmincon function returns the minimum that is closest to the initial condition. [Freeman and Balas, 2014 ] conducted a similar trim state discovery for another Ultra Stick 120 version. The work presented in this paper draws on the results therein and connects them to the probability of catastrophic failure in section 5. A more thorough treatment of aircraft flight envelopes can be found in [Wilborn and Foster, 2004] .
A limited flight envelope assessment is presented only for configuration v0. The envelope corresponding to longitudinal straight & level flight can be used to determine the stuck ranges for the elevator and flaps. This envelope is shown in the V ×α plane in figure 4 and in the F ×E plane in figure 5. Trim points are marked by colored crosses in both these figures. In figure 4 , the trim points are colored based on the value of the flap deflection. There are several interesting observations. First, as expected, there is an inverse relationship between V and α. Second, since a nonlinear aircraft model is being trimmed, the inputs and outputs are implicitly constrained. As a result, the flight envelope has well-defined boundaries, as seen in figure 4.
The high speed boundary defines the highest achievable airspeeds and lowest achievable angles of attack. Conversely, at the stall boundary, the stall angle of attack (15 • ) is reached at low airspeeds. The high speed and stall boundaries are due to output constraints. The other two boundaries are due to input saturation. The TE down/up flap boundary defines trim points for which flaps are deflected to ±25 • (trailing edge down/up). It is interesting to note that within these boundaries, fixed flap deflections define isolines that follow the general shape of the envelope. Although this envelope is plotted for configuration v0, certain isolines define the envelopes for other configurations. As an example, consider configuration v3, where no flaps are used. The flight envelope for this configuration would simply be the green isoline for F = 0 shown in figure 4.
In figure 5 , the trim points are colored based on the value of α. Three important conclusions can be drawn from this figure. Firstly, it is seen that trim points exist for the entire range of flap deflections, as shown by the TE up/down flap boundaries. Secondly, there are no trim points for a positively deflected elevator. This implies that if the elevator was to get stuck positively, the result would be catastrophic. As an example, for configuration v3 (F = 0), trim points exist for the elevator range [−25 • , −4 • ]. It is seen that, for any given flap deflection, the high speed boundary is reached when the elevator is deflected to its highest trimmable value. Conversely, the stall boundary is reached for the lowest trimmable value of the elevator.
A stuck surface fault is called allowable if the aircraft can safely fly home in the presence of this fault. In order to safely fly home, the aircraft should be able to execute some limited maneuvers. The aircraft should be able to fly straight & level, execute either left or right banked turns with some minimumψ, and descend steadily at some minimum γ. These limited maneuvers form the minimal flight envelope in the γ ×ψ plane ( figure 6) . It is reasoned that as long as the actual flight envelope, in the presence of a stuck fault, is larger than this minimal flight envelope, the aircraft can safely fly home.
For this research, the maximum required turning radius is 87m. This is sufficiently larger than the minimum achievable turning radius of 54m, while still allowing for reasonably large heading rates. At a nominal airspeed of V = 20m s −1 , an 87m turning radius corresponds to a heading rate of ±13 • /s. The minimum required flight path angle is chosen as γ = −3 • since this is representative of typical glide slopes. The four points shown in figure 6 define two triangles: F minimal,lef t and F minimal,right . Furthermore, it is assumed that if trim points exist at the vertices of either of these two triangles, trim points exist in all of the corresponding triangle.
For any given stuck fault, in order to safely fly home, at least one trim point needs to be found in each of the subsets F straight,level and F steady,descent , and either of the subsets F banked,lef t and F banked,right . In other words, a stuck fault is called allowable if trim points can be found either in F minimal,lef t or F minimal,right . In checking for the existence of trim points, no explicit constraints (such as a zero sideslip angle requirement) are placed on V, α, and β.
The following steps describe the calculation of the allowable stuck surface ranges. First, the trimmable range for each surface is calculated at each of the four points shown in figure 6 . Then, the intersection of these trimmable ranges is calculated between F straight,level , F steady,descent , and F banked,lef t . This intersection is called the trimmable range for F minimal,lef t . In a similar way, F minimal,right is calculated. The union of F minimal,lef t and F minimal,right is defined as the allowable stuck surface range.
The allowable stuck surface ranges for v1,. . . ,v4 are given in Table 4 . For configurations that have a single elevator (v1, v3, v4), it is seen that the range is never positive, i.e. no trim points exist for positively stuck elevator. However, the allowable range is [−25 • , +25 • ] when split elevators are present (v2). Another interesting observation is that stuck rudder faults can always be tolerated as long as no explicit constraints are placed on β. Lastly, decoupled ailerons (v1 and v4) have the full allowable range as compared to coupled ailerons (v2 and v3). The allowable stuck surface ranges presented here in conjunction with the distribution of control signals, presented in section 3, allow for the computation of the probability of catastrophic failure for each of the four configurations. It is generally observed that cross-functionality in the aerodynamic control surfaces helps increase the overall reliability of the UAV. 
PROBABILITY OF CATASTROPHIC FAILURE
The final step of the analysis is computing the probability of catastrophic failure (P SY S ). Figure 7 shows a fault tree. The first level of the tree is the servo failure rate (q), which is the inverse of the mean time between failures (MTBF). The next level captures the positional probabilities of the control surfaces. The final level captures false alarm (P F A ) and missed detection (P M D ) rates. Events that lead to catastrophic failure are marked red and the others green. The probability of the ith surface being outside its allowable range is P out,i = 1− u l p i (δ i )dδ i . The probability of the ith surface getting stuck outside the allowable range is qP out,i . The total probability of catastrophic failure is:
Missed detections lead to catastrophic failure, irrespective of the surface position. False alarms lead to catastrophic failure, but only outside the allowable range. It is assumed that faults inside the range can be tolerated.
The framework is applied to configurations v1, . . . , v4. Figure 8 shows the probabilities as a function of servo MTBF with P M D = 0.05 and P F A = 0.01. The servo MTBF range from common R/C-grade [Murtha, 2009] , 1987] . Hence, P M D = 0.05 in figure 8. It is assumed that current FDI algorithms allow for P F A = 0.01.
From figure 8 , the probability of failure for v3 is two orders of magnitude greater than that of the other architectures. This is because configuration v3 has no decoupled surfaces implying there is very little cross-functionality. v1 is the second-to-worst architecture, despite having 4 servos. Compared to v3, v1 has an extra servo that decouples the ailerons and extends their allowable range to [−25 • , +25 • ]. This greatly increases the reliability of v1 relative to v3. However, v1 (4 servos) is less reliable than v4 (3 servos). This demonstrates that increasing the number of servos does not necessarily increase the reliability.
Finally, the two most reliable configurations are v2 (4 servos) and v4 (3 servos). For low servo MTBF, the probability of failure is lower for v4. On the other hand, for high servo MTBF, the probability of failure is lower for v2. Excluding the rudder, both v2 and v4 use a threeservo architecture. While v2 has coupled ailerons and decoupled elevators, v4 has decoupled ailerons and coupled elevators. The presence/absence of the rudder in v2 and v4 is the reason for the total number of servos being different. However, table 4 indicates that rudder faults of any magnitude can be tolerated. Thus, the difference between v2 and v4 is primarily driven by the architecture of the elevators and ailerons. It is generally concluded that when low reliability servos are used, an architecture that decouples the ailerons (v4) is more reliable. On the other hand, when high reliability servos are used, an architecture that decouples the elevators (v2) is more reliable.
It would be naive to generalize this conclusion any further. The plots shown in figure 8 are functions of several variables such as: servo reliability, actuator placement, surface coupling, mission, etc. In general, there is a complex interplay between these different variables as shown by Rice and McCorkle [1979] . All the candidate architectures considered in this case study are single-string designs. Thus, the cross-functionality of the surfaces is a major contributor to the overall reliability of the UAVs. Increasing the cross-functionality between surfaces can help increase the overall reliability with minimal increases in size and weight. Traditional reliability analyses do not take credit for the cross-functionality between components. By considering the flight envelope of the UAV, the framework presented is able to take credit for the cross-functionality between surfaces. In addition to the flight envelope assessment, modeling the stochastic nature of surface faults and connecting them to the mission profile ultimately enables this framework to yield less conservative estimates of the overall reliability of the candidate actuator architectures. Figure 9 shows variation with missed detection rate for fixed MTBF and P F A . As before, v3 is the least reliable and lies above the other curves. A trade-off that is similar to the one observed with servo MTBF is seen. For low missed detection rates, decoupled elevators (v2) is more reliable. For high missed detection rates, decoupled ailerons (v4) is more reliable.
CONCLUSION
A reliability assessment framework is presented in this paper for unmanned aircraft actuator architectures. The framework treats control surface faults probabilistically. In addition, cross-functionality between surfaces is explicitly treated using flight dynamics. In applying the framework to five candidate actuator architectures, several interesting and non-intuitive observations are made. Not all of these observations have simple explanations. It is reasoned that the proposed framework might be useful to unmanned aircraft designers, while considering reliability in the design process. The non-intuitive observations are in themselves justifications for applying more rigorous assessment methods, than relying on mere rules of thumb.
